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Abstract- Handwritten signatures were used over hundreds of years to prove the identity of certain person. Moreover, 
handwritten signatures were used to prove the content integrity of certain document. This work gives a new procedure of 
hiding digital signature in digital colored images that solves the challenge of identity and integrity. The proposed procedure 
depends on changing the digital colored image from spatial domain to discrete wavelet transform domain and hiding the 
digital signature secretly in the transformed image. Then, the resultant image is retransformed to the spatial domain. The 
human visual system cannot differentiate between the original image and the image that carrying the secrete signature. The 
used procedure gives the signature strength and stiffness sufficient to overcome different types of attacks.  
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I. INTRODUCTION 
 
Handwritten signatures were used in most countries 
hundreds of years to define the identity of the writer 
of any document. Also, handwritten signatures were 
used to give the originality and integrity of written 
contents. Now days, the digital world depends on 
transferring information using different kinds of 
multimedia. This gives more importance for images 
than words and writing. So, digital signature appears 
as a new concept of writing signatures using 
computers. But, the digital signature can be attacked 
from unauthorized persons who try to delete it or to 
change its contents.  
 
The most robust way of using digital signature is to 
hide it in certain digital colored image to be invisible 
for the human visual system. This can be done using 
different types of hiding procedures. In [1-5], certain 
numerical data was hidden in digital images to 
identify the owners. In spite of the success of hiding 
these types of digital signatures invisibly, the hidden 
data is very little and does not give rich information 
and it could be attacked easily. Amplitude modulation 
was used in [6] to hide certain numbers for 
identifying the owner. The hidden data represents 
certain numerical information without any visual 
information.  
 
Regarding the domain that is used for hiding the 
secret information, the well-known ways of hiding 
the secret information in digital images were divided 
into two main types. The first way, which is simpler 
and direct, uses the spatial domain of the image to 
directly carry the secret information invisibly [7-15]. 
This way is not complicated and it needs fewer 
calculations. It gives good results regarding the 
invisibility of the secret information, the security and 
the robustness of the hidden information against 
attacks. The second way depends on transforming the 

digital image to certain transform domain then hides 
the secret information in the transformed copy of the 
image [16-20]. This way is more complicated and 
needs more calculations. But, it is more secure and 
has better ability than the first way to overcome the 
dangerous types of attacks. 
 
In this work, the digital colored image will 
transformed firstly to the discrete wavelet transform, 
which represents the transform domain that will be 
used, and then the discrete information that represents 
the digital signature will be hidden in the transformed 
version of the image.  
 
The coming sections of this paper were organized as 
follows. Section two contains the hiding and the 
extraction processes of the digital signature. Section 
three contains the experimental results visually and 
numerically. In section four, the conclusions were 
highlighted and the future work was suggested.   
 
II. SIGNATURE HIDING AND REMOVING 
 
2.1. Signature Hiding 
The procedure of hiding the digital signature in this 
proposed work has many successive steps to ensure 
high degree of security. The original Red, Green and 
Blue (RGB) colored image is transformed to another 
type of color format (YIQ). 
 
This type of color format separates the colored image 
into three layers, one of them contains the visual 
intensity information and the other two contain the 
visual colors information. The intensity layer is 
transformed into discrete wavelet transform (DWT) 
domain. At the other hand, the digital signature is 
designed using direct writing using any proper 
computer software or takes a scanned version of 
handwritten signature. The resultant signature image 
will be a black/white image.  
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Fig. 1. Signature hiding process 

 
The pixels of this image are reordered using certain 
secret key to get a new version of the signature 
without visual meaning.  
The low-low (LL) part of the discrete wavelet 
transformed layer of the colored image is divided into 
blocks. These blocks were reordered using another 
secret key. Each pixel of the modified version of the 
signature is inserted in one block of the modified 
version of the (LLR) part of the image. The resultant 
version of (LLRSIR) that is carrying the modified 
signature is combined with the other three parts of the 
image by using inverse discrete wavelet transform to 
change the image to the spatial form to get (YSI). 
Then, the color layers (I) and (Q) are combined with 
(YSI) and transformed to RGB color format to get 
(RGBSI). The complete block diagram that explains 
the process is seen in figure 1.   
The insertion process of the signature pixels in the 
(LLR) part of the image depends on both the signature 
pixel value and the pixel values of the (LLR) part 
[21]. If the signature pixel value is zero, all the pixels 
of the odd rows of (LLR) part changed to take the 
minimum value of each row. While, all the pixels of 
the even rows of (LLR) part changed to take a new 
value by subtracting certain adjustable value from 
each pixel value. In contrast, if the signature pixel 
value is one, all the pixels of the even rows of (LLR) 

part changed to take the maximum value of each row. 
While, all the pixels of the odd rows of (LLR) part 
changed to take a new value by adding certain 
adjustable value to each pixel value. 
The values that are added to or subtracted from the 
pixel values represent the digital signature itself. 
These changes do not affect the quality of the image. 
The presence of the signature in the image is invisible 
for the human visual system.    
2.2. Signature Extraction 
The signature can be obtained by extracting it from 
the colored image that carries it. The procedure of 
extraction has several successive steps similar to the 
hiding process in reverse order. First of all, the 
colored image that carries the signature (RGBSI) is 
transformed from (RGB) color format to (YIQ) color 
format. Then, the intensity layer (YSI) is transformed 
from spatial domain to discrete wavelet transform 
(DWT) to get the (LLRSIR) part that contains the 
signature. After that, the values of the pixels of each 
block of the (LLRSIR) part are added together. If the 
result is greater than the addition of the pixel values 
of the same block of the original image, the value of 
the signature pixel is one. In contrast, if the result is 
less than the addition of the pixel values of the same 
block of the original image, the value of the signature 
pixel is zero. Finally, the pixels of the resultant image 
for the signature are reordered using the same secret 
key to get the original signature.  
2.3. Attacks Against Signature 
The hidden digital signature maybe suffers from 
several types of attacks. Some of the attackers just 
want to see the signature. Others want to destroy the 
signatures. Some of the others attackers want to 
exchange the signature by another one. This proposed 
procedure of hiding signatures can overcomes most 
of the strong attacks.   
 
II. EXPERIMENTAL RESULTS 
 
To examine the proposed procedure, several colored 
images were used with several types of digital 
signatures. Also, several types of attacks were used to 
examine the robustness of the signatures hidden in the 
images. Figures 2, 3, 4 and 5 give good examples of 
visual experimental results. The original image 
appears in Fig. 2. (a). The image that carries the 
signature appears in Fig. 2. (b). The visual difference 
between the two images appears in Fig. 2. (c). There 
is no difference between the image before and after 
carrying the signature.   

Fig. 2. The Imagery Results for IM1 and signature 1, (a) The 
original Image, (b) The Image Carrying the Signature, (c) The 

difference Between (a) and (b) 



Using Digital Wavelet Transform With Colored Images to Host Secret Signatures for Ensuring The Integrity of Content 

Proceedings of Academics World 47th International Conference, Beijing, China, 9th-10th October 2016, ISBN: 978-93-86291-05-9 

22 

 

 

 

 
Fig. 3. The Imagery Results for the extracted signature for IM1 

and Sig1, (a) The original signature image, (b) The signature 
image after extraction without any attack, (c) The extracted 

image after facing low pass filtering attack, (d) The extracted 
image after facing median filtering attack, (e) The extracted 
image after facing scale down attack, (f) The extracted image 

after facing JPEG compression attack, (g) The  extracted 
image after facing cropping attack, (h) The extracted image 

after facing rotation attack. 
 
Figure 3 represents the extracted signature after the 
image that carries the signature faced several types of 
attacks. Fig. 3. (a) represents the original signature 
before hide it in the image. Fig. 3. (b) represents the 
extracted signature when the image does not face any 
type of attack. Fig. 3. (c)-(h) represents the extracted 
signature after the image faced low-pass filtering, 
median filtering, scaling, JPEG compression, 
cropping and rotation attacks respectively. It is 
obvious that the hidden signature overcomes all the 
strong attacks. Besides that, the hiding of the 
signature does not affect the image quality. 
Moreover, the signature itself is invisible and the 
human visual system cannot see it.           

 

 
Fig. 4. The Imagery Results for IM2 and signature 1, (a) The 

original Image, (b) The Image Carrying the Signature, (c) The 
difference Between (a) and (b) 

 

 

 

 
Fig. 5. The Imagery Results for the extracted signature for IM1 

and Sig1, (a) The original signature image, (b) The signature 
image after extraction without any tampering violation, (c) The 
extracted image after facing low pass filtering attack, (d) The 
extracted image after facing median filtering attack, (e) The 

extracted image after facing scale down attack, (f) The 
extracted image after facing JPEG compression attack, (g) The  
extracted image after facing cropping attack, (h) The extracted 

image after facing rotation attack. 
 
Figures 4 and 5 are similar to figures 2 and 3 
respectively but with different image and different 
signature. 
The invisibility and image quality can be computed 
numerically by using the measurements of peak 
signal to noise ratio (PSNR) which is calculated using 
the following equation [20]: 
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Where MSE represents the mean square error of the 
original image and the image that carrying the 
signature. The average (PSNR) for 20 test images is 
36 dB. This high value represents the high similarity 
between the two images before and after carrying the 
signature.  
In comparing these results with the results in [6], the 
proposed procedure in this work is more active with 
better capacity to carry more information. Moreover, 
the visual signature gives more information than that 
of [6]. In comparing the results with the results of 
[21], the visual results appeared to be the same. The 
(PSNR) measurements of this work is slightly below 
the   (PSNR) calculated in [21], 36dB versus 38dB, 
the signature in this work is more secure, since the 
signature was hidden in the discrete  wavelet 
transform domain instead of directly hide the 
signature in the spatial domain. The visual results 
seems to be the same for the human visual system and 
in all cases the signature is invisible. 
 
CONCLUSIONS 
 
The proposed procedure in this work proves the 
ability of hiding secret digital signature within 
colored image to prove the identity and the content 
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integrity. The visual and numerical results that were 
obtained using experimental tests prove that the 
signature hiding does not affect the quality of the 
image. The signature can hold valuable visual 
information with large payload and the capacity of 
the colored image is very high to carry large 
signatures. Several colored images, several types of 
digital signatures and several types of strong attacks 
were used to examine the proposed procedure of 
hiding signatures and the results for all were very 
good. The future work suggested in this work is to 
use colored digital signatures that maybe hidden in 
the colored images.  
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