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Abstract - Security is major concern in data handling, communication, message transmission and electronic transaction on
public network. Cryptography (secret writing) is the encryption process of transformation of messages to make information
secure and resistant to attack. The idea of encryption algorithm which we can encode our data in secret code and not to be
able readable by hackers or unauthorized person even it is hacked.Cryptography algorithms are two types such as symmetric
and asymmetric key cryptography. This paper proposes a symmetric cryptographic algorithm to maintain Confidentiality of
data from unauthorized person. The proposed algorithm is Symmetric Encryption algorithm which uses same key both for
encryption and decryption. The proposed algorithm uses mathematical concept of convolution sum and deconvolution with
the combination of Z-Transform for encryption and decryption.
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I. INTRODUCTION

Security is major concern in data handling,
communication, message transmission and electronic
transactionon public network. Cryptography (secret
writing) is theencryption process of transformation of
messages to makeinformation secure and resistant to
attack. To protect valuable information from illegal
access becomeevident. This is especially the case to
maintain data confidentiality and privacy while
transferring information on unsecured channel of
public network. The generic name forthe collection of
tools/algorithms designed to protect data and to
prevent hackers is computer  security.Data
securitymeasures are needed to protect data during
their transmission. One approach is to considerthree
aspects of information security: Security Attacks,
Security Mechanism and Security service. [1]

In security attacks there is flow of information from a
source, such as a file, or a region of main memoryto a
destination, such as another file or a user. Another
part or attacks is Interruption, Interception,
Modifications and Fabrication. These attacks are in
terms of passive attacks and active attacks.
Passiveattacks are in the nature of eavesdropping on
or monitoring of transmissions. The passive attacks
aretraffic analysis. Passive attacks are very difficult to
detect because they do not involve any alteration
ofthe data. Active attacks involve some modifications
of the data stream.[2]

A cipher, or cryptographic algorithm, is the means of
altering data from a readable form (also known
asplaintext) to a protected form (also known as cipher
text), and back to the readable form.
Changingplaintext to cipher text is known as
encryption, whereas changing cipher text to plaintext

is known asdecryption. [1, 2]. A cryptographic
algorithms is (also called encryption algorithms) a
“mathematical algorithm, used inconjunction with a
secret key, that transforms original input into a form
that is unintelligible withoutspecial knowledge of the
secret information and the algorithm. Such algorithms
are also the basis fordigital signatures and key
exchange.”[1, 2]

1.1. Cryptography Goals

Authentication: The authentication service is
concerned with assuring that a communication
authentic. The identity is not of the user, but of the
cryptographic key of the user. Having a less secure
key lowers the trust we can place on the identity.
Non-Repudiation: Non-repudiation prevents either
sender or receiver from denying a transmitted
message. Often, cryptographic tools are required to
prove that a unique user has made a transaction
request. It must not be possible for the user to refute
his or her actions.

Confidentiality: Confidentiality is the protection of
transmitted data from passive attack, with respect to
the release of message contents, several levels of
protection can be identified.

Integrity: As with confidentiality, integrity can apply
to a stream of messages, a single messages or selected
fields within a message.

Access Control: In the context of network security
access control is the ability to limit and control the
access to host systems and applications via
communications links.

Availability: A variety of attacks can result in the
loss of or reduction in availability.

The Cryptographic algorithms can be classified as
Symmetric algorithms, asymmetric algorithms and
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hash algorithms. [1, 2] The proposed algorithm is
Symmetric Encryption algorithm which uses same
key both for encryption and decryption. The proposed
algorithm uses mathematical concept of convolution
sum and deconvolution with the combination of Z-
Transform for encryption and decryption.

1.2. Symmetric Encryption

Symmetric encryption (see Fig.1) involves the use of
asingle secret key for both the encryption and
decryption ofdata. Only symmetric encryption has the
speed andcomputational efficiency to handle
encryption of largevolumes of data [1, 2, 21].

For example, a source produces a message in
plaintext,X = [Xy,X2,Xs,....,xn]. FOr Encryption, a key
is generatedat the message source. Then the key is
also provided to thedestination by means of some
secure channel. With themessage X and the
encryption key K as input, theencryption algorithm
forms the cipher text Y = [y1,Y2,Y3,....yn]. This may
be written as Y = Ex(X).

Secret key shared by
sender and recipient

(%l\
I:‘ "

Plaintext
input

Secret key shared by
sender and recipient

)

i

Decryption algorithm
(reverse of encryption
algorithm)

Figure 1. Simplified Model of Symmetric Encryption [1]
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ciphertext
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Cipher text Y is produced by using encryption
algorithm, where E indicates the encryption algorithm
used and K indicates the key used for encryption. The
receiver of this message should apply decryption
algorithm with same key used for encryption to get
the actual message X = DKJY]. Here D indicates
decryption algorithm.

Several symmetric encryption algorithms are
available like Caesar Cipher,Playfair  Cipher,
Vigenere Cipher,Rail fence technique, Hill Cipher,
Monoalphabetic ciphers, DES, AES, Feistel cipher
and are usedin information security. These algorithms
can becategorized as Block and Stream cipher. These
encryptionalgorithms are based on two general
principles namelysubstitution cipher, in which each
element in the plaintextis mapped into another
element, and transposition cipher,in which elements
in the plaintext are rearranged.[1,2]

1. DISCRETE TIME CONVOLUTION

In mathematics and functional analysis convolution is
a mathematical operation on two functions (f and g)
to produce a third function that expresses how the
shape of one is modified by the other. The term
convolution refers to both the result function and to
the process of computing it. Generalizations of

convolution have applications in the field of
numerical analysis and numerical linear algebra, and
in the design and implementation of finite impulse
response filters in signal processing.

Convolution is a mathematical way of combining two
signals to form a third signal. Computing the inverse
of the convolution operation is known as
deconvolution.[3]

Discrete time convolution is an operation on two
discrete time signals defined by the integral

(frg)m) = Too _flgn—k) W

for all signals f, g defined on Z. It is important to note
that the operation of convolution is commutative,
meaning that

fxg=gxf )]

for all signals f,g defined on Z. Thus, the convolution
operation could have been just as easily stated using
the equivalent definition

@=Am= Y. _fln-Kglk) " 3
for all signals f, g defined on Z.

Illl. Z-TRANSFORM AND INVERSE Z-
TRANSFORM
In  mathematics and signal processing, the Z-

Transform converts a discrete-time signal, which is a
sequence of real or complex numbers, into a complex
frequency domain representation. It can be
considered as a discrete-time equivalent of the
Laplace transform. A special feature of the z-
transform is that for the signals and system of interest
to us, all of the analysis will be in terms of ratios of
polynomials.

Given a finite length a discrete time signal x[n], the z-
transform is defined as,

X(@)y= Y. _ X(mz"..... (4)

Where the sequence support interval is [0, N], and Z
is any complex humber. This transformation produces
a new representation of denoted by X(Z). Returning
to the original sequence (inverse z—transformz
requires finding the coefficient associated with the n'
power of Z1.

A sequence and its z-transform are said to form a z-
transform pair and are denoted x [n] 4_Z>X (2).

In the sequence or n-domain the independent variable
is n. In the z-domain the independent variable is z.[3]

3.1. Convolution theorem for z transforms

The convolution theorem for z transforms states that
for any (real or) complex causal signals x and v,
convolution in the time domain is multiplication in
the Z domain i.e.

if X1(M)€>x1(2) and ¥2(1)€>%2(2) Then

x () ey X(DXa(z) )
or
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rxy + XY

or, using operator notation,
ZaA{x * Y}

XA(=z)¥Y (=),
(3]

IV. PROPOSED ALGORITHM

4.1. Encryption Algorithm

Followings are the steps in proposed encryption
algorithm.

Step 1. Read and Count the No. of character (N) in
the plain text without space.

Step 2. Convert the plain text into equivalent ASCII
code.And form a one dimensional vector of size N.
i.e. X={X1,X2,X3,.....XN}

Step 3. Read and convert key into equivalent ASCII
code. Find length of KEY (M). Form a one
dimensional vector of size M as above.

i.e. K:{kl,kz,k3,. . .,kM}

Step 4. Find the Z Transform of vector X.

e X(Z)= ¥._ X(m)z"

Step 5. Similarly Find the Z Transform of vector K.
ie K(Z) =Y. _ Kz

Step 6. Find the linear convolution sum of vector X
and K by Z-Transform’s “convolution property”.

i.e. Y=X*KSHWI) = X(z). K(z)

Step 7. Find inverse Z-Transform of Y(Z) to get
vector Y of size (N+M-1).

.. Y={y1,Y2,Y3,....¥(n+m-) }

The followings are the detailed description of each
step in the proposed encryption algorithm.

Step 1: Read and Count the No. of character (N) in
the plain text without space.

Plaintext - HIHOWAREYOU.

N=11 (N = No. of Characters in the Message)

Step 2: Convert the plain text into equivalent ASCII
code.And form a one dimensional vector of size N.
ie. X={x1,x2,x3,.....xN}

ASCII code value for the plaintext:

7273727987 65826989 79 85

The X vector becomes,
X={72,73,72,79,87,65,82,69,89,79,85}

Step 3. Read and convert key into equivalent ASCII
code. Find length of KEY (M). Form a one
dimensional vector of size M as above.

i.e. K={k1,k2,k3,....kM}

KEY — DASGANU

M= 7 (M =length of KEY)
K={68,65,83,71,65,78,85}

step 4. Find the Z Transform of vector X.

X(2)= 72+73Z+72 Z%+79 Z°+87 Z*+65 Z°+82 Z°
°+69 Z'+89 Z°®+79 Z°+85 2"

Step 5. Similarly Find the Z Transform of vector K.
K(Z)= 68+65Z'+83Z2+71 Z3+652*+78Z°+85Z"°
Step 6. Find the linear convolution sum of vector X
and K by Z-Transform’s “convolution property”.

ie. Y=X*K <SZ) = X(2). K(z)

Y (2)=4896+9644 Z+15617 Z*+21223 Z3+26890 Z’
#4+321052°+39125 Z°+38550 Z'*39895 Z°*40432
Z9+40996 7°+34807 z''+30801 Z'2+23977 Z
13419252 714+13345 7 5+7225 71

Step 7. Find inverse Z-Transform of Y(Z) to get
vector Y of size (N+M-1).

i.e. Y={y1,Y2,Y3,....¥n+m-1) }
Y={4896,9644,15617,21223,26890,32105,39125,
38550,39895,40432,40996,34807,30801,23977,
19252,13345,7225}

4.2. Decryption Algorithm

To retrieve the original message, Decryption is
necessary. Decryption is possible only with key
values which are used for encryption. So key should
have a vital role in encryption and decryption
algorithm. Following steps illustrate the decryption
algorithm.

Step 1. Read encrypted text vector Y and KEY vector
K.

ie. Y={yl,y2,y3,....,y(N+M-1)}
K={k1,k2,Kk3,....kM}.

Step 2. Find the Z Transform of vector K.
ie K(Z) =Ef_Kn)z"

Step 3. Similarly Find the Z Transform of vector Y.
e ¥(Z) = Ty ) on

Step 4. Find the deconvolution of vector Y and K by
Z-Transform’s “convolution property” as below.

i.e. X(2)=Y(2)/K(2)

Step 5. Find inverse Z-Transform of X(Z) to get
vector X of size N.

Step 6. Convert the ASCII code into character value.

and

The followings are the detailed description of each
step in the decryption algorithm.

Step 1. Read encrypted text vector Y and KEY vector
K.i.e.

Y={ 4896,9644,15617,21223,26890,32105,39125,
38550,39895,40432,40996,34807,30801,23977,
19252,13345,7225}and K={68,65,83,71,65,78,85}.
Step 2. Find the Z Transform of vector K.

K(Z)= 68+65Z'+83Z%+71 Z>3+65Z2*+78Z°+85Z°
Step 3. Similarly Find the Z Transform of vector Y.
Y(2)=4896+9644 Z+15617 Z*+21223 Z3+26890 Z°
+32105Z°+39125 Z°+38550 Z7*39895 Z°"40432
Z°+40996 Z'°+34807 Z''+30801 Z'*+23977 Z
B3+19252 71"+13345 Z°+7225 Z°1°

Step 4. Find the deconvolution of vector Y and K by
Z-Transform’s “‘convolution property” as below.i.e.
X(2)=Y(2)/K(2).

X(Z)= 72+73Z7*+72 Z%+79 Z°+87 Z*+65 Z°+82 Z'
°+69 Z7+89 Z®+79 Z°+85 Z"°

Step 5. Find inverse Z-Transform of X(Z) to get
vector X of size N.
X={72,73,72,79,87,65,82,69,89,79,85}

Step 6. Convert the ASCII code into character value.
Then,

Decrypted result is,

HIHOWAREYOU
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By completion of all these steps in the decryption
algorithm the original text is retrieved by the user. In
both encryption and decryption, key is more
important. Algorithm could be known to everyone but
key should be known only to authorize user.
CONCLUSIONS

The proposed algorithm uses mathematical concept of
convolution sum and deconvolution with the
combination of Z-Transform for encryption and
decryption for providing strong security inmessage
transmission by adding more complexity as compared
to classical substitution and transposition cipher
algorithms toincrease Confusion and Diffusion in
Cipher text. Proposed system will bean effective
technique for the applications securing short
messages while transferring it on internet.
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