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Abstract: This paper discusses improved reliable DSR protocol which can be used to improve the reliability and performance
of mobile ad-hoc networks. Reliability is the important concern while designing wireless ad-hoc network protocols. Therefore,
evaluating and improving reliability has become essential in MANET systems. In this paper a Reliable Node Model is
designed to improve the performance of MANET and simulated using NetSim.

Index Terms—Bathtub Curve; Reliability Models; DSR

I. INTRODUCTION

The world is becoming more dependent on wireless
and mobile services, but the ability of wireless
network infrastructures to handle the growing demand
is uncertain. Failures not only affect current voice and
data use but could also limit emerging wireless
applications such as e-commerce and high-bandwidth
internet access. As wireless and mobile systems play
greater roles in emergency response, including
26/11and enhanced 26/11 (in Indian scenario) services,
network failures take on life-or-death significance.
Reliability is a network’s ability to perform a
designated set of functions under certain conditions
for specified operational times. The stated operation
conditions include not only network traffic, node
mobility, terrain, and weather, but also equipment
stochastic failures in the process of network operation.
In other words, reliability is the study of failures, their
causes and effects. It is the most important
characteristics of any system or product or service
quality as the things have to be working smoothly
before analyzing other quality parameters. Software
and hardware have different design principles and
mechanisms that also make them different in failure
mechanisms. Software failures may be due to errors,
ambiguities, misinterpretation of the specification,
incompetence in writing code, inadequate testing, and
incorrect usage of the software [1]. Protocols, nodes,
operator and procedural errors, along with
environmental factors can each cause a system failure.
Hardware components that may fail include processor,
Memories, disk drive hardware, or power supplies [2].

Hardware  components  exhibit the failure
characteristics with time as shown by bathtub curve in
Fig. 1. Period A, B and C stands for burn-in phase,
useful life phase and end-of-life phase.

Software and hardware have basic differences that
make them different in failure mechanisms. Hardware
faults are mostly physical faults, while software faults

are design faults, which are harder to visualize,
classify, detect, and correct [2]. In software, there isno
corresponding counterpart for "manufacturing” as
hardware manufacturing process.
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Fig. 1. Bathtub Curve for Hardware Reliability

Failure of a single component or single node can
directly influence reliability of the overall system.
Software reliability, however, does not show the same
characteristics similar as hardware. A possible curve is
shown in Fig. 2 if we projected software reliability on
the same axes. There are two major differences
between hardware and software curves. One
difference is that in the last phase, software does not
have an increasing failure rate as hardware does. In
this phase, software is approaching obsolescence.
There is no motivation for any upgrades or changes to
the software. Therefore, the failure rate will not
change. The second difference is that in the useful-life
phase, software will experience a drastic increase in
failure rate each time an upgrade is made. The failure
rate levels off gradually, partly because of the defects
found and fixed after the upgrades.
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Fig. 2. Revised Bathtub Curves for Software Reliability
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The upgrades in Fig. 2 imply feature upgrades, not
upgrades for reliability. For feature upgrades, the
complexity of software is likely to be increased, since
the functionality of software is enhanced. Even bug
fixes may be a reason for more software failures, if the
bug fix induces other defects into software. For
reliability upgrades, it is possible to incur a drop in
software failure rate, if the goal of the upgrade is
enhancing software reliability, such as a redesign or
reimplementation of some modules using better
engineering approaches.

Reliability is a measure of the time between failures
occurring in a system. Hardware and software
components have different failure characteristics.
Although formulas exist to predict hardware reliability
based on historical data, it is difficult to find formulas
for predicting software reliability.

Il. RELATED WORK

Many models and protocols have been presented to
improve and evaluate network reliability. Issues
related to design constraints and their effects on the
reliability are discussed in [4-19].

In critical area of operations wireless computer
network needs high reliability. Reliability modeling
and fault analysis has become an integral part of the
computer network design process. It is also important
to evaluate the existing MANET reliability before any
hardware or software upgrade. Multipath routing has
been a important technique in MANETSs. Multipath
routing provides many performance benefits,
including reliability.

The system reliability degrades due to different failure
mechanisms. Work done in the area of reliability
provides robustness to both short term and long term
node failures in ad hoc networks. These failures could
be a result of environmental factors, electrical failure
or compromises. The number of node-disjoint paths
that can be found between a source and a destination
depends on the density of nodes in the network.
Reliable path is defined in available literature to
capture the notion of routing reliability and evaluate
the performance of Reliable node deployment
strategies in terms of the probability that a reliable
path is found between a source and a destination.

The three aspect of modeling k path routing in ad-hoc
network load balancing, delay and reliability are
investigated in literature.

The methods used to improve the reliability of
engineering systems [20] are Usage of better
components, System Simplification or removing
complexities, De-rating, Redundancy, Controlling the
environment, Maintenance, Removing early failures
by burn-in etc.

The most important technique is the redundancy for
reliability improvement. In this technique more
number of components than actually required for
operation is connected in parallel. Active, stand-by,
k-out-of-n good system, etc. are the important

redundancy techniques used. The effect of applying
redundancy is increased weight, cost, and volume of
the system. Appropriate trade-offs are essential to
optimize or maximize the effectiveness of applying
redundancies in system design. Redundancy is the
easiest method of improving reliability. By using
redundancy any level of system reliability can be
achieved, but it increases Volume, weight, and cost in
direct proportion to the number of redundancies used.
This technique should be used as a technique of
reliability improvement when all other methods fail or
are unacceptable due to technical or managerial
reasons.

111. SYSTEM MODELING

The NetSim simulator used doesn’t have a mechanism
to fail the nodes. Therefore, in the view of realistic
scenarios, a node failure model based on the constant
hazard model is designed and injected to the simulator
to fail the nodes. The node failure model has been
simulated to obtain the results and evaluate the
reliability and performance of MANET. On the basis
of the results the effects of node failure have been
observed. Further, a Reliable Node Model is designed
to subsidize the effect of node failure model.
A. NODE FAILURE MODEL

Reliability is important concern in wireless ad-hoc
networks. Many existing algorithms assume the
availability of precise information, which is unrealistic
due to the dynamic nature of MANET. Therefore, a
node failure model is designed and injected to
MANET that accounts for uncertainty and the failures
of nodes. The node failure model is based on constant
hazard model is designed to study the effect of node
failure on reliability and performance of MANET.

Constant Hazard Model
In constant hazard model, the hazard rate function
does not change with time. The constant hazard
function can be expressed in the form z(t) = A, which is
a constant and independent of time. Many products,
particularly electronic components, exhibit this
characteristic. Therefore, it is proposed to use constant
hazarded model for performance analysis and
prediction of MANET. In this model, the number of
iterations is obtained by dividing total time with
granularity. For each iteration, the probability is
calculated using A and granularity values. The formula
is given below:

Probability = 1 — exp(—A x Granularity)
Where A = 1/MTTF (Mean Time to Failure)
A random number is generated for each node in a
particular iteration. A node is failed if random number
generated is less than the probability value. This
procedure is repeated for all the iterations.

Customizing NetSim
Custom code is developed in NetSim (NetSim-
Network Simulator) using VC++. In this section,
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Visual Studio 2005 is used to create the dynamic link
loader (dlIl). The primitives of the protocol have been
modified as per the requirement and the properties
have been set up for the simulation scenarios.

The constant hazard model outputs a file which
indicates the time at which various nodes fail. Using
this as an input to NetSim the following modifications
made to the source code to fail the nodes.

Failing the Nodes in NetSim

® Using Device Id: Each device has been given a
Device ID by which that device is to be identified out
of several devices.

e The fn_NetSim_DSR_Run() is the main
function to handle all the protocol functionalities. As
per the logic the device which satisfies the condition
gets failed.

B. RELIABLE NODE MODEL DESIGN USING

GRID STRUCTURE
A given source and a destination requires large amount
of overhead to provide a reasonable degree
redundancy. But, more node-disjoint paths are
essential especially in case of critical areas of
applications to increase the reliability of network.
Thus, reliable nodes can be deployed at junctions
connecting multiple node-disjoint segments. In a
disaster management one can have unreliable low
power handhelds, whereas there could be the more
reliable, power capable and secure high end nodes can
be deployed at important location. It would be
expensive to deploy a large number of these Reliable
nodes and therefore at strategic locations only we can
deploy few such nodes. The reliability of a wireless
network depends not only on the components'
reliability but also on the degree of redundancy in the
network's topology and the distribution of nodes in the
network. This is the reason we have considered the
reliable node model to ensure that high level of
reliability.
The reliable node model uses the concept of reliable
node and reliable path to get the benefits of both
models and provide more reliable system. It is
important to position the reliable nodes so as to
maximize their utility.
To reduce the effect of node failure and improve the
reliability of MANET, the new reliable node model is
used and it is based on the following considerations:

e Constructed a grid structure to ensure high
level of reliability

o [Initially nodes stay stall (paused) for a certain
time.

e Start to move with average speed for given
time within area, after the node reach their
destination, they stay stall in their position for
some time (pause time).

e  After that node again choose another random
destination in the simulation area and move
towards them.

o |t is important to provide
redundancy(parallelism) in terms of
providing multiple node-disjoint paths from a
source to destination

e For providing multiple node -disjoint paths
we can place reliable nodes (high end laptops
or multiple computing systems) R(nodes), for
efficient operation in DSR.

IV. RESULTS AND ANALYSIS

In the scenario, it is tried to extend the number of total
node to 39 to show the effect of increase of nodes on
all the three models. The scenario setup is shown in
Fig. 3. All the three models are simulated and
throughput and mean delay are obtained. The speed is
set at 0 m/s to arrange the nodes in grid structure to
enhance the reliability. Finally, result is compared
with MTTF and number of failed nodes.
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Fig. 3. MANET Simulation Scenario

The protocol that has been used in simulation is
Modified DSR. The simulation is run on an Intel
Core-2 Duo processor at 400 MHz, 2 GB of RAM with
Windows 7 Operating System. The simulation input
parameters are given as follows:

e Arrectangle area is chosen to have longer
distances between the nodes than in a
quadratic area, i.e. packets are sent over
more hops.

e |EEE 802.11 MAC

e Two ray ground propagation model

Node mobility defined by random
waypoint movement model.

Constant bit rate traffic

UDP

Simulation Time (ms) = 1000000.00
Number of Nodes = 39

Speed = 0 m/s

Source ID- 1 and Destination I1D- 18
The numerical data and results are obtained at speed 0
m/s with total 39 nodes. The simulation results of node
failure model and reliable node model are shown in the
Table I to Table I11.

After simulation, various performance parameters
have been obtained as results. Graphs have been
plotted for various parameters to analyze the effects in
all the three models.

The failed nodes vs. throughput characteristics are
shown in the Fig. 4. In case of reliable model with 3
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and 11 reliable nodes, it is observed that the
throughput is almost constant with increase in failed
nodes up to 20. After that it is decreasing sharply with
increase in the number of failed nodes up to 28.
Surprisingly, when number of failed nodes increase
beyond 28, throughput is increasing sharply with
increase in failed nodes up to 37 in case of 11 reliable
node model. In node failure model, throughput is
decreasing gradually with increase in number of failed
nodes up to 5. Afterwards it is increasing gradually up
to 20 failed nodes. But, further increase in number of
failed nodes, the throughput decreases significantly. It
is to be mentioned that reliability of the MANET is
optimum when only three nodes (i. e. 6, 7 and 8) are
used at strategic locations.

Now, an attempt is made to compare the throughput
with MTTF for all the three cases.

Table: | Simulation Results with Reliable Nodes as

6, 7 and 29
Failure Rate | MTTF | Gran-  No.of | Packets Packefs | Payload | Payload | Through | Mean Delay
(L) 1] ularity  Failed | Trans  Received | Transmitte | Received | put (s)
nodes | mitted d(Bytes) | (Bytes) | (Mbps)

0.0001 10000 | 10 ( 49099 83681 4099900 | 8368100 | 0.066945 | 101922213
0.0002 5000 10 1 49099 83681 4099900 | 8368100 | 0.066945 | 101922213
0.001 1000 10 bl 40099 88147 4099900 | 8814700 | 0.070518 | 2255390014
0.01 100 10 20 49999 88685 4099900 | 8868300 | 0.070948 | 1852011873
0013333 I 10 23 40099 1036 4099900 | 103600 | 0.000829 | 1700908.077
0.02 50 10 32 40999 7993 4099900 | 799300 | 0.006394 | 32116038.12
0033333 30 10 KL} 49999 2098 4099900 | 209800 | 0.001678 | 1537299798
0.03 20 10 ki) 40099 3403 4099900 | 340500 | 0.002724 | 1085238878
0.1 10 10 ki 40099 827 4099900 | 82700 0.000662 | 1432274733

Table: 111 Simulation Results with Reliable Nodes
2,21,27,33,39,9,13,17,6,7 and 29

Failure Rate | MTTF | Granul | No.of Packets | Packets | Payload | Payload | Through Mean Delay
(1% © arity | Failed Trans | Received | Transmitt | Received | put (us)
. H H H nodes  mitted ed (Bytes) | (Bytes) | (Mhps)
Table: I Simulation Results of Node Failure Model
0.0001 10000 | 10 0 19999 | 83681 | 4999900 | 8368100 | 0.066945 101922213
Failure | MIT | Gran | No.of | Packets | Packets | Payload Payload | Throughput | Mean Delay
Rate |F ulari | Failed | Transmi | Receive | Transmitte | Received | (Mbps) () 0.0002 5000 |10 1 49999 | 83681 | 4999900 | 8368100 | 0.066945 101922213
W O | juedes el ) dEre) | By 0.001 000 (10 |5 49999 [6847 | 4999900 | 8814700 | 0.070518 2255300014
0.0001 | 10000 |10 |0 49999 | 83631 | 4999900 | 8363100 | 0.066945 | 101922213 0.01 100 10 20 49999 | 88222 | 4999900 | 8822200 | 0.070573 1850375932
0.0002 | 5000 |10 |1 49999 | 83631 | 4999900 | 8363100 | 0.066945 | 101922213 0.013333 7 10 28 49999 | 1036 4999900 | 103600 | 0.000820 1700908077
0.001 | 1000 |10 |3 49999 | 77097 | 4999900 | 7709700 | 0.061678 157398953.2 0.02 5 10 k) 40009 | 47216 4000000 | 4721600 | 0.037773 2636577934
0.01 100 |10 |20 49999 | 83890 | 4999900 | 8889000 | 0.07ILI2 | 3508307503 0.033333 30 10 36 49999 | 73800 4999000 | 7330000 | 0.05004 2080329636
2“31‘3 25 |10 |2 |40 | 1036 | 490900 | 103600 | 0.000829 | 1700908077 0.5 bl 10|37 49999 [ 78855 | 4999900 | 7883500 | 0.063084 9983797312
002 |50 |10 |32 |29099 | 3860 | 4009000 | 386000 | 0003072 | 4704663758 0.1 10 10 37 49999 | 80878 | 4999900 | 8087800 | 0.064702 115988077.1

0.03333
3
0.05 20 10 37 49999 | 3393 4993900 | 339300 | 0.002714

30 10 36 49993 1339 4993900 | 133900 | 0.001071 7811792.59%

8686823.915

0.1 10 10 37 49999 | 827 4993900 | 82700 0.000662 1432274738

0.04 —#—No Reliable Node

=3 Reliable Node

Throughput
=)
=
&

0.02 11 Reliable Node

0 e
0 10 20 30 40
No. of Failed Nodes

Fig. 4 Number of Failed Nodes vs Throughput Characteristics'

The MTTF vs. throughput characteristics are shown in
Fig. 5. It is observed that throughput is decreasing
slowly with increase in MTTF up to 5000 in case of 3
reliable node and 11 reliable node models. Afterwards
it is constant with increase in MTTF. In node failure
model, throughput is decreasing sharply with increase
in MTTF up to 1000 and afterwards it is increasing
gradually up to MTTF of 5000 and then it is remain
constant with increase in MTTF.

0.08
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\__/" L] Failure Madel)
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< 005 —m—Throughput (2
£ oo Reliable node
3 model)
<4
= 0.03 Throughput (11
0.02 Reliable node
model)
0.01
oM
o 2000 4000 6000 8000 10000 12000

MTTF

Fig. 5 Throughput vs. MTTF Characteristics

Now, it is tried to correlate the effect of number of
failed nodes on the mean delay for three models. The
failed nodes vs. mean delay characteristics are shown
in Fig. 6. In case of node failure model, it is observed
that the mean delay is increasing sharply with increase
in number of failed nodes up to 20 and afterwards it is
decreasing sharply with increase till the number of
failed nodes reaches 28. After that it further decreases
up to failure nodes 32 and again increases slowly with
increase in failed nodes up to 37. In reliable node
model with 3 and 11 reliable nodes, mean delay is
overlapping in both cases number of failed nodes up to
28 and is usually less in comparison to node failure
model. After this, the mean delay is rapidly increases
with increase in failed nodes up to 32 in reliable node
model with 11 reliable nodes. Further increase in
number of failed nodes, mean delay gradually
decreases up to 37 and decreases sharply as number of
failed nodes increases in case of the reliable node
model with 11 reliable nodes. This signifies that mean
delay is not varying uniformly but, it is at lower when
reliable nodes are introduced and even increased in the
network.

=4#—HNo Reliable Mode
=3 Reliable Node

11 Reliable Node

10 20 30 a0

No. of Failed Nodes

Fig. 6 Number of Failed Nodes Vs Mean Delay Characteristics
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The MTTF vs. mean delay characteristics are shown in [5]
Fig. 7. In node failure model, it is observed that the
mean delay is decreasing sharply with increasing in
MTTF up to 5000 and afterwards it remains constant. [6]
In case of 3 and 11 reliable node model, mean delay
characteristics are overlapping in both cases. 0
I[‘. K‘ +|3,;P‘i liable [8]
= i \_ 12 Ralanl
S cuaans | : - (o]
o M
Fig.7 MTTF vs. Mean Delay Characteristics
[10]
CONCLUSION
It is found that in most of the cases, software system [11]
reliability increases when the version goes up. Since
software robustness is one aspect of software
reliability, this result indicates that the upgrade of  [12]
those software systems should have incorporated to
reliability upgrades. In the hardware components of
ad-hoc network, the reliability of logic boards and
disks are much higher than that of the cables,  [13]
connectors, LAN cards, and power supply unit. To
increase the hardware system reliability, reliability of 14
cables, connectors, LAN cards, and power supply
must be increased. The reliability of MANET can be
increased by increasing the reliability of hardware [15]
or/and software systems. For making MANET reliable
in critical area of operations, some high end reliable
nodes with grid structure has been used. Speed is set to
0 m/s because in critical area of operation some [16]
moment of time reliability of the MANET is essential
in comparison to mobility of nodes. The simulation [17]
results of reliable node model shows that the overall
throughput and reliability are improved with respect to [18]
without reliable node model.
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